
2021 Data Breaches
in Healthcare
a continuous trend of cyber threats
in the healthcare industry

Healthcare continues to hold the 
highest industry cost of a data 
breach as the category approached 
its 11th consecutive year in 2021.
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The average total cost of a data breach in 
healthcare raised from $7.13 million (2020) 
to $9.23 million (2021). This has resulted in a 
29.5% increase.

Over the past several years, basic 
human error remains to be a factor 
that afflicts this sector. Misdelivery 
continues to be the most common 
error, making up 36% of the error 
varieties that occur in breaches.  

36%
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healthcare data breaches
are misdeliveries
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The healthcare industry has seen a shift 
from breaches caused by Internal actors 
to primarily External actors since 2019.
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Personal data has been compromised 
more than medical data for the second 
year in a row, which is a fascinating trend 
considering the expectation of seeing 
more medical information in this sector.
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Intentions of cybercrime activity continue 
to gear towards financial motivation in the 
healthcare sector, with the deployment of 
ransomware being a favored tactiv.
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