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Cybersecurity remains a field of resilience and risk. This week’s collection of news showcases a
sobering mix of emerging threats and proactive measures. Attacks on infrastructure, healthcare, and
global supply chains expose the fragile threads of modern connectivity.

From ransomware targeting healthcare and supply chains to the growing sophistication of AI-driven
cyber tactics, the broad impact of cyber threats is unmistakable. With the holiday season underway,
zero-day vulnerabilities and state-sponsored exploits demand heightened vigilance from security
professionals. Businesses and consumers must address these risks with increased urgency.

Ransomware Hits Healthcare Systems

A ransomware attack on American Associated
Pharmacies resulted in the theft of 1.4TB of
sensitive data, underlining critical risks to patient
information and the urgency of improving
defenses against groups like Embargo.

https://www.darkdaily.com/2024/12/02/american-associated-pharmacies-struck-by-ransomware-attack/
https://mailchi.mp/240e9e179841/cybersecurity-news-roundup-the-latest-insights-9157702?e=[UNIQID]
https://networkats.com/
https://www.darkdaily.com/2024/12/02/american-associated-pharmacies-struck-by-ransomware-attack/
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145,000 Industrial Control Systems
Exposed

A Censys report identified over 145,000
industrial control systems (ICS) worldwide at risk
of cyberattacks. Vulnerabilities in these systems
demand immediate security improvement to
protect critical infrastructure.

Global Supply Chains Impacted by
Blue Yonder Attack

A ransomware attack on Blue Yonder disrupted
operations for clients such as Starbucks and
BIC, revealing the widespread impact of weak
third-party security.

Telecom Data Breaches by
'kiberphant0m'

Major telecom providers, including Verizon and
AT&T, faced breaches exposing sensitive data.
These incidents highlight risks tied to legacy
infrastructure and inadequate network
protections.

Russian Cyber Threats to UK
Infrastructure

The UK government warned of potential Russian
cyberattacks targeting critical infrastructure and
announced investments in AI-based defenses to
counter these threats.

https://www.dbusiness.com/hustle-and-muscle-articles/report-145k-industrial-control-systems-worldwide-are-exposed-to-cyberattacks/
https://www.jdsupra.com/legalnews/blue-yonder-confirms-reports-of-recent-4718652/
https://thecyberexpress.com/verizon-att-hacked-by-second-threat-actor/
https://www.computerweekly.com/news/366616324/Russian-threat-actors-poised-to-cripple-power-grid-UK-warns
https://www.dbusiness.com/hustle-and-muscle-articles/report-145k-industrial-control-systems-worldwide-are-exposed-to-cyberattacks/
https://www.jdsupra.com/legalnews/blue-yonder-confirms-reports-of-recent-4718652/
https://thecyberexpress.com/verizon-att-hacked-by-second-threat-actor/
https://www.computerweekly.com/news/366616324/Russian-threat-actors-poised-to-cripple-power-grid-UK-warns
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AI Weaponization in Cyberattacks

Microsoft experts reported the growing use of AI
in disinformation campaigns and warned of its
potential deployment in future cyberattacks,
urging organizations to prepare for this evolving
threat.

Holiday Shopping Scams on the Rise

Scam websites surged by 89% this year,
increasing phishing risks for online shoppers.
Practical security tips are crucial to prevent
financial losses and reputational harm.

FBI Warns of Fraud on Major Browsers

Chrome, Safari, and Edge users face rising
phishing threats. The FBI urges vigilance and
secure browsing practices to protect online
transactions during peak shopping.

Fuji Electric Software Vulnerabilities

Sixteen critical zero-day vulnerabilities in Fuji
Electric's monitoring tools pose risks to utilities

Zero-Click RomCom Exploit Maximizes
Damage

The Russian APT group RomCom exploited two
zero-day vulnerabilities in Firefox and Windows

https://www.microsoft.com/en-us/security/security-insider/meet-the-experts/emerging-AI-tactics-in-use-by-threat-actors
https://www.coloradoan.com/story/news/2024/12/02/6-scams-to-avoid-this-holiday-shopping-season-how-to-stay-secure/76706497007/
https://www.forbes.com/sites/zakdoffman/2024/12/01/fbi-warns-chrome-safari-and-edge-users-do-not-buy-from-these-sellers/
https://www.microsoft.com/en-us/security/security-insider/meet-the-experts/emerging-AI-tactics-in-use-by-threat-actors
https://www.coloradoan.com/story/news/2024/12/02/6-scams-to-avoid-this-holiday-shopping-season-how-to-stay-secure/76706497007/
https://www.forbes.com/sites/zakdoffman/2024/12/01/fbi-warns-chrome-safari-and-edge-users-do-not-buy-from-these-sellers/
https://www.govinfosecurity.com/16-zero-days-uncovered-in-fuji-electric-monitoring-software-a-26962
https://www.forbes.com/sites/daveywinder/2024/11/30/windows-warning-as-new-0-click-backdoor-russian-cyber-attack-confirmed/
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and infrastructure. With patches unavailable until
April 2025, interim mitigations are essential.

to deploy a zero-click backdoor. This attack
targeted critical sectors, including government,
energy, and pharmaceuticals.

Featured Articles by ATS

Application Control for
Network Security

From Detection to
Response: MDR in
Action

See It to Secure It: Asset
Inventory Management

Block unauthorized software,
reduce attack surfaces, and
strengthen defenses against
malware and ransomware.
Discover how implementing
this measure can help protect
your network.

Discover how Managed
Detection and Response
(MDR) combines 24/7
monitoring, expert analysis,
and rapid incident response to
neutralize threats before they
escalate.

Unmanaged assets create
dangerous blind spots in your
network. Find out how
dynamic asset inventory
management from ATS
reinforces accountability and
security for every device, app,
and connection.

This week’s cybersecurity threats serve as a wake-up call. Whether patching software, training
employees, or tightening network controls, progress must always be made. Cybersecurity isn’t about
achieving perfection; it’s about readiness. Act now—update systems, educate users, and strengthen
defenses—rather than scrambling after a breach.

Amid these challenges, there is reason for optimism. Advances in AI-driven security, smarter defenses,
and global collaboration are making meaningful strides against cybercrime. Vulnerabilities are being
patched, and defenses evolve alongside emerging threats. Staying informed, responding swiftly, and
embracing innovation are important steps to building a safer digital future.

Zero-click attacks show that doing nothing can still compromise everything.
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