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The tension between technological innovation and regulatory oversight is on full display this week as
global tech giants, national governments, and cybercriminal syndicates each push the boundaries of
control and security. From Apple pulling back its strongest encryption in the UK to North Korean state-
sponsored hackers infiltrating a major cryptocurrency exchange through a supply chain compromise,
the evolving threat landscape demands both vigilance and adaptability. Cybercriminals aren’t just
exploiting technical vulnerabilities — they’re manipulating trust, targeting overlooked processes, and
turning legitimate tools into weapons.

At the same time, the role of the Security Operations Center (SOC) is undergoing a transformation of its
own. As organizations drown in alerts, evolving attack techniques, and a relentless stream of
sophisticated malware, traditional security approaches are giving way to AI-powered operations that
blend automation, intelligence, and human expertise. This week’s selection of stories highlights the new
battlegrounds and the tools organizations need to defend themselves — and why a proactive, adaptive
security strategy is no longer optional.
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Apple Scales Back Encryption in UK

Apple’s decision to pull Advanced Data
Protection in the UK highlights the growing clash
between privacy rights and government
demands. UK users lose enhanced encryption,
while Apple preserves global security by refusing
to build backdoors.

Silver Fox APT Evades Windows
Defenses

By exploiting an outdated driver, the Silver Fox
APT bypassed Microsoft’s protections to infect
systems across Southeast Asia. It’s a clear
warning that unpatched legacy components
remain prime tools for advanced threat actors.

Southern Water’s Ransomware Costs
Climb

A full year after Black Basta’s attack, Southern
Water’s breach response has cost millions —
with no clear end in sight. The ongoing fallout
illustrates how ransomware’s real price extends
far beyond the initial compromise.

Fake DeepSeek Sites Spread Malware

Scammers are using fake DeepSeek AI websites
to trick users into installing Vidar malware.
Cryptocurrency holders are in the crosshairs,
with attackers exploiting both curiosity and
carelessness.
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Mega-Botnet Targets Microsoft 365

A botnet of over 130,000 devices is launching
password spraying attacks through
noninteractive sign-ins. These quiet, automated
logins rarely trigger alerts, giving attackers more
time to find weak credentials.

PolarEdge Botnet Hits Network
Devices

The PolarEdge botnet is exploiting flaws in
Cisco, ASUS, QNAP, and Synology devices to
build a global attack network. With over 2,000
devices already compromised, it’s a stark
reminder of the risks aging infrastructure poses.

Bybit Breach Tied to Supply Chain

North Korean hackers infiltrated Bybit by
compromising Safe{Wallet}’s development
environment. This record-setting $1.5 billion
theft highlights how supply chain weaknesses
can ripple across the entire cryptocurrency
ecosystem.

AI Reshapes the Modern SOC

SOC 3.0 blends artificial intelligence with human
expertise, enabling faster triage, smarter
investigations, and real-time response. This AI-
driven shift is redefining how security teams
operate under constant pressure.
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Auto-Color Malware Hits Linux
Systems

A new Linux threat called Auto-Color grants
attackers full remote access to compromised
systems. Its advanced stealth techniques make
detection difficult and removal nearly impossible
without specialized tools.

Three Ways Hackers Crack Passwords

Brute force, dictionary, and rainbow table
attacks remain common — and effective — for
cracking credentials. Strong password policies,
regular audits, and proactive user education
remain critical defenses.

Featured by ATS

The ATS VAPT Process: Expose,
Attack, Defend

Weaknesses don’t wait — they hide in your
systems, waiting for someone to exploit them
first. ATS’ VAPT process doesn’t just find cracks
in your defenses, it stress-tests them under real-
world attack conditions, showing exactly where
you’re exposed. From discovery to re-testing,
every step is built to push your environment to
the edge and make sure nothing slips through.
When ATS hands you the final report, you’re not
just checking a compliance box — you’re taking
back control.

Cybersecurity now hides in the margins — in the silences between system logs, in the faint digital
tremors few notice. It’s no longer about catching loud breaches or neon-lit alarms screaming intrusion.
The real work lies in tracing ghost-thin manipulations, the quiet rewiring of trust where no one looks.

Supply chains leak risk at every seam, tangled in dependencies few fully map. Outdated network
devices hum like forgotten sentinels, their vulnerabilities fossilized into the infrastructure itself.

https://thehackernews.com/2025/02/new-linux-malware-auto-color-grants.html
https://thehackernews.com/2025/02/three-password-cracking-techniques-and.html
https://mcusercontent.com/91eb5447bfc7e18088417633a/images/de9900e6-c791-1528-4b05-a3a2b5d1f55e.png
https://thehackernews.com/2025/02/new-linux-malware-auto-color-grants.html
https://thehackernews.com/2025/02/three-password-cracking-techniques-and.html
https://thehackernews.com/2025/02/soc-30-evolution-of-soc-and-how-ai-is.html


Authentication gaps flicker open and shut, unnoticed in the churn of routine logins. Each crack, each
blind spot, isn’t just an opening — it’s a waiting key, already half-turned by those who know where to
listen. This is the new terrain: a landscape of compromises too subtle for simple detection, where
silence becomes a weapon and familiarity the perfect camouflage.

Brand impersonation is a growing business — and your employees are the target
audience.
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