
View this email in your browser

Weekly Insights and Updates

| January 24, 2024

Cybercriminals are evolving at breakneck speed, fusing the old-school with the cutting-edge. Traditional
phishing? Child’s play. Now, they're arming themselves with AI-driven tactics and targeting your most
vulnerable spaces—your phone, your inbox, your emotions. Picture this—PayPal's legitimate features
twisted into tools of exploitation, AI churning out eerily perfect emails, hyper-realistic videos, even voice
clones that sound like someone you’d trust. These aren’t the fumbling, typo-filled scams of the past;
these are polished assaults designed to make you second-guess yourself. The line between deception
and authenticity has all but disappeared.

The tech is only half the story. Behind the algorithms lurks a far more sinister weapon: psychological
manipulation. Romance baiting? They’ll weaponize trust and loneliness. Smishing? They’ll hijack
urgency and fear. These attackers know your soft spots and they’re striking hard, replacing clunky
grammar with razor-sharp emotional triggers. Their impersonations aren’t just convincing—they’re
devastating. This isn’t just about tech. It’s about humanity’s most exploitable trait: our emotions.
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PlushDaemon Supply Chain Attack
Exposed

Chinese APT group PlushDaemon targeted a
South Korean VPN developer, using a modular
backdoor to compromise global systems.
Supply chain threats expose the silent pathways
attackers use to infiltrate systems.

Critical Takeaways from Telecom
Attacks

Salt Typhoon, a Chinese APT group, infiltrated
U.S. telecom firms by exploiting unpatched
vulnerabilities. Limiting access through zero-
trust and strong identity controls disrupts
attackers’ plans.

DPRK Cybercrime Spurs Global
Response

North Korean APTs like Lazarus Group continue
to target cryptocurrency platforms, stealing
billions annually. Global teamwork signals a
turning point in combating complex cyber
challenges.

Healthcare Breaches Surge, Costs
Mount

84% of healthcare organizations faced
cyberattacks last year, with phishing and
account compromise topping the list. These
incidents underscore the urgent need for
stronger defenses to protect sensitive patient
data and comply with strict industry regulations.
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https://www.dice.com/career-advice/salt-typhoon-attack-3-lessons-for-tech-and-cybersecurity-pros
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Read More

Read More
Read More

Read More

PayPal Users Face Persistent Scams

From phishing emails to account takeover
attempts, PayPal users remain in scammers’
crosshairs. Protecting financial accounts
demands a blend of heightened user awareness
and strong security measures to combat
phishing and fraud effectively.

‘Phish-Free’ Scams Emerge

Attackers use legitimate PayPal features to
bypass traditional phishing defenses, making
scams harder to detect. This innovative use of
legitimate features highlights the need for AI-
driven tools and advanced phishing simulations
to detect and counter these scams effectively.

Text-Based Phishing Threats Expand

Smishing scams, such as fake toll payment
requests, exploit user trust and mobile
vulnerabilities. The rise of smishing scams
underscores the importance of implementing
effective mobile security practices and
educating users on recognizing phishing
attempts.

Generative AI Fuels New Cyber Risks

Phishing attacks increased by 58% last year,
with AI generating realistic fake emails, videos,
and audio. AI turns phishing into a high-tech
operation, generating fakes that mimic the real.

https://www.forbes.com/sites/daveywinder/2025/01/17/warning-as-paypal-cyberattacks-continue-what-you-need-to-know/
https://www.forbes.com/sites/daveywinder/2025/01/11/paypal-security-warning-2000-phish-free-phishing-attack-confirmed/
https://www.patriotledger.com/story/lifestyle/2025/01/14/ezdrivemass-e-z-pass-phishing-smishing-scam-phone-text/77497406007/
https://www.unlv.edu/news/article/catching-ai-generated-phishing-scams-they-reel-you
https://www.forbes.com/sites/daveywinder/2025/01/17/warning-as-paypal-cyberattacks-continue-what-you-need-to-know/
https://www.forbes.com/sites/daveywinder/2025/01/11/paypal-security-warning-2000-phish-free-phishing-attack-confirmed/
https://www.patriotledger.com/story/lifestyle/2025/01/14/ezdrivemass-e-z-pass-phishing-smishing-scam-phone-text/77497406007/
https://www.unlv.edu/news/article/catching-ai-generated-phishing-scams-they-reel-you
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Scam Trends to Watch This Year

From romance baiting to AI-generated scams,
cybercriminals are targeting individuals and
organizations in increasingly clever ways. From
heartstrings to keystrokes, cybercriminals are
exploiting emotional and digital vulnerabilities.

Fortinet Devices Under Siege

A likely zero-day vulnerability in Fortinet devices
is enabling attackers to compromise firewalls
and perform unauthorized configuration
changes. Zero-day flaws in firewalls create
critical vulnerabilities for unauthorized intrusions.

Featured by ATS

Data to Defense: Stronger Security
with Threat Intelligence

Today’s cyber threats are smarter, faster, and
more adaptive, outpacing outdated defenses.
Effective threat intelligence turns fragmented
data into a strategic advantage, equipping
organizations to predict, prevent, and
outmaneuver emerging risks. From uncovering
leaked credentials to dissecting intricate attack
patterns, staying vigilant across global and
industry landscapes empowers organizations to
stay resilient and ready.

The lines between truth and deception have dissolved into a haze, where attackers wield technology
and psychology with precision. AI-generated phishing emails now mimic authenticity with chilling
accuracy, while smishing exploits primal emotions—urgency, fear, trust—turning them into weapons.
This week’s headlines make one thing clear: the threat landscape isn’t just technical; it’s deeply
psychological.

https://www.pcmag.com/explainers/the-biggest-online-scams-to-watch-for-in-2025-and-how-to-avoid-them
https://www.darkreading.com/threat-intelligence/zero-day-security-bug-fortinet-firewall-attacks
https://mcusercontent.com/91eb5447bfc7e18088417633a/images/8047749f-88ae-e531-5bc4-569f42d58d8e.png
https://www.pcmag.com/explainers/the-biggest-online-scams-to-watch-for-in-2025-and-how-to-avoid-them
https://www.darkreading.com/threat-intelligence/zero-day-security-bug-fortinet-firewall-attacks


But here’s the counterpunch: understanding these tactics strips them of their power. Armed with the
right tools and a refusal to be swayed by manipulation tactics, we can dismantle even the most
sophisticated threats. Cybersecurity isn’t only about fortifying systems—it’s about protecting the
resilience of human awareness. At ATS, we cut through deception and give you the power to stop it in its
tracks.

Cybercriminals prey on emotions because they know logic is harder to hack.
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